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FOREWORD

. In November 1999.the Union G_ovemment tock the miﬁaﬁvé to

_ place before Parliament an Information Technology Bill of far-

reaching significance. When the Government eventually
promulgates an Information Technology Act, it will have wide
repercussions on the growth of a vital industty in India. In order
to djsmés the irnplicétions of the Bill and to crystallize a consensus
on its provisions, the Natibnal.Insﬁtute of Advanced Studies and
the multi-institutional Forum for Entrepreneurship Development
organized a Workshop on 14 December 1999. The Workshop was
attended by IT professionals, businessmen, academicsl, and
members of the legal and judicial profession, and members of
FED in the Indian Institute of Science, the Tndian Institute of
Management and the industry. The Workshop welcomed the
provisioﬁs of the Bill fof e-commerce and recommended that
they should be adopted without delay; but on other provisions in
the Bill connected with certification, computer crimes and related

areas there were stron_g I‘ESEI'VatiOHS.

Areport on the Workshop (NIAS Special Publication 6-1999) was
prepared for wide circulation, with the objective of disseminating
the findings of the Workshop and inviting comments on the

recommendations from any person or agency interested in the IT
Bill. )
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The recommendations of the Workshop were transmitted to the

Ministry of Information Technology and to various interested -

policy makers in Delhi and elsewhere.

The proceedings of the Workshop aroused such keen interest that
it was eventually decided that NIAS/FED should take the
initiative to prepare a draft Bill on their own, embodying the
consensus that emerged at the December 1999 meeting. The
present report sets out such a draft Bill; following the
recommendations of the first Workshop the present draft Bill is
called the Elecironic Commerce Bill. This draft Bill was discussed
at a second Workshop held by NIAS/FED bn 11 March 2000
The Bill has been chiefly the work of Mr Rahul Matthan of
Matthan Law Offices, and Prof N Balakrishnan and Prof Swami
Manohar of the Indian Institute of Science. I am grateful to these
colleagues of mine for the effort that they have put into preparing
this draft, and the participants in both workshops for their very

useful comments and criticism.

We will be very happy to receive any reactions to this document,
electronically or otherwise; the document itself 15 available at

hitp:/ /www iisc.ernet.in/nias/.

Dr V Chandrasekar Prof Roddam Narasimha '

Convener, FED ) ) Director, NIAS
cande @ giasbgOl.vsnlnet.in roddam @nigs.lisc.ernel.in

A DRAFT
E-COMMERCE BILL

INTRODUCTION

Reasons for the Proposed Amendments to the Information
Techmology Bili, 1999

Further to the workshop on the Information Technology Bill,
1999, held at the National Institute of Advanced Studies on 14
December, 1999, a revised draft of the Bill has been prepared
based on the consensus that emerged in the Workshop. A draft of
the revised Bill has been attached. What follows is a statement of

the objects and reasons behind the suggested revisions to the
draft: -

L BROAD SCHEME

The Information Technology Bill, 1999 (the “ Draft Bill "), suggests,
- - @ ‘

through its title, that this is a legislation that deals with all

branches of information technology. It was found, in the course
5
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of the discussions at the Workshojﬁ, that though the Draft Bill
did, in fact, deal with several aspects of informaﬁoh technology,
there were a ﬁumber of areas that the Draft Bill had ignored fo
mention and others that the Draft Bill touched upon only briefly.
Nowhere in the world has an attempt been made to pass one
comprehensive legislation %0 tackle all aspects of information
technology in the manner that has been attempted through the
Draft Bill. Tt was therefore felt that instead of one legislation,
several legislations be passed each dealing in detail with a given

aspect of information technology.

Umbrella Legislation

Accordingly, the proposed bill attached hereto (the “Proposed
Bill 7} has been titled the Electronic Commerce Bill, 1999 and
includes a set of laws relating to the regﬁlaijon of electronic
commerce. To the extent that further legislation is required to
tackle law.s relating to cyber crimes, intellectual property on the
internet, jurisdiction and other issues, it is proposed that several

separate legislations be passed in this regard.

The Proposed Bill is intended to operate as an umbrella legislation
under which other relevant laws currently in force in the country

will operate. The Proposed Bill would therefore add to rather

than replace existing statutory provisions. It has beert intended to-

operate as an enabling legislation that would modify the

applicability of existing laws to extend these jlaws to cover -

electronic transactions.
6 -
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Digital Signatures |

The Draft Bill included detailed provisions as to the lav-vs
governing the use of digital siénatures. After much debate, it was
the decided view of the Workshop that it would not be appropriate
to legislate in this manner about digital signatires. In -the first
place, the technology in this regard is not static and, to cast any
procedure in stone in the manner that is being proposed, would
be cognterproductiye particularly considering the limited shelf‘
life of internet technologies. In the second place, the rules as laid

down in the Draft Bill appear to be excessively regulatory in

nature and, if allowed to be passed in its present form, would

only serve to stifle the development of technologies in this field.

Instead, the Proposed Bill proposes to introduce technology-

neutral definitions of digital signatures and to allow detailed

regulations as to the use of these technologies to be introduced

through the more dynamic mechanism of rules frained in this

regard.

Criminal Provisions

A number of criminal provisions have been included in the Draft
Bill. These provisions relate mainly to uriauthorized access to
computer networks and computer databases or the introduction
of a virus or other computer contaminant. After discussions at’
the Workshop, it was decided that even though the Draft Bill has |
resulted in the infroduction of several new types of crimes into
the statute book, there are still a number of criminal issues that

have not been included in the Draft Bill. It was therefore decided
7
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“that the section relating to Computer Crimes be removed from
the Proposed Bill and re-introduced as a separate bill. This new
Computer Crimes Bill shouid be prepareci after a detailed
examination of all potential areas in need of criminal legislation

in relation to computers and computer networks.

IL. THE AMENDMENTS TO THE DRAFT BILL

1. Title

The title of the Proposed Bill is the Flectronic Commerce Bill,
1999. This title has been suggested as the Proposed Bill deals

with the laws relating to electronic commerce alone and does not

deal with the criminal provisions or the detailed provisions

relating to digital sighatures, that the Draft Bill had included.

2. Definitions

Amendments have been made to the definitions clause. To a
certain extent these amendments have been made in order to
remove definitions in the Draft Bill that relate to provisions that
have been removed from the Proposed Bill. Similarly, certain

definitions have been added to better explain newly introduced

provisions. Finally some definitions have been modified in order

to make them more technology-neutral.

A Draft E-Commerce Bill

' The following definitions have been removed:

“access”

"This term was used to refer to

the actions of persons who gain

_unauthoriied entry into

computers and computer
networks. As the Proposed Bill
does not make mention of these
types of computer crimes the

definifjon has been removed.

“adjudicating officer”

The adjudicating officer was to
be the entity providing the first
source of legal recourse in

respect of contraventions under

| the Draft Bill. This post has been

removed in the Proposed Bill.

“affixing digital signature”

There is no mention of this term
in the document and hence it

has been deleted.

“asymmetric crypto system”

Since the definition of digital
signature has been made
technology  neutral  all
references to a specific
techniclogy for cryptogiaphy

has been removed,
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“certifying authority”

The details of certification and
establishment of certifying
authorities have been removed
from the Proposed Bill so this

definition has been removed.

A Draft E-Commerce Bill

“computer system”

This definition also deals
largely with computer crimes

and hence has been removed.

“certification practice statement”

The details of certification and
certification practice statements
have been removed from the
Proposed Bill so this definition

has been removed.

“Controller”

The position of Controller of
Certifying Authorities has been
dispensed with in the Proposed
Bill.

“computer database”

The definition of a computer
database was inserted into the
Draft Bill in order to attribute
penal remedies in respect of
unauthorized access to such
databases. Since criminal
provisions have been removed
from the Proposed Bill, this

definition has been removed.

“Cyber Appellate Tribunal”

The cyber appellate tribunal has
been converted from an
appellate body to a body of
original jurisdiction. Hence this
definition has been replaced by
a definition of a Cyber

Regulations Tribunal.

“computer network”

This definition was introduced

in order to address issues such

as hacking, introduction of |

viruses and other such criminal
actions. Since computer crimes
have been excluded, this

definition has been removed.

10

“damage”

This definition was introduced
to refer to the loss and injury
caused by computer contami-
nants and viruses. Since
reference to computer crimes
has been removed this

definition also stands removed.

11
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“data”

The term data was: defined in
| the context of attributing penal

| consequences to the loss of

.| also been removed.

information through criminal

“actions by others. Since the |
criminal provisions have been ¢

‘removed, this definition has

A Draft E-Commerce Bill

“information”

This definition appears to be
redundant and hence it has beeru

removed in the Proposed Bill.

. “Digital Signature Certificate” -

o ﬁoﬁl the Proposed Bill and
consequently this definition has }

The details of digital signature

certification have been removed

also been removed.

i ”key pﬁﬂ’”

1'in order to detail the process

"This definition was introduced

by which an asymmetric crypto
system is applied to creaté a
digital sigﬁature. Since the
definition of a digital signature
has been made techriology
neutral this technology specific |

definition has been .removed.

The definition of electronic form |

| definition of a digital signature

“olectronic férﬁi”f R
/ » appears to be redundant in the }
o fqrmitwaspresentedintheDraft
Bill; and hence it was removéd.: .
: ’l’_fur;ctio'ﬁ-”: . N ‘This definition was immduced ‘

e "bywmﬁéﬁaWetﬁccrypto :
' system is applied to create a |

| .digital signature. Since the ¥

| has been made technology |

neutral this technology specific

definition has been removed.

in order to detail the process :

“license”

This definition refers to the
liéense grantéd to certifying
authorities under the Draft Bill.
Since the regulations relating to
certifying authorities have been
i‘e'moved from the Propdsed Bill,
this definition has been omitted.

“prescribed”

12

This -definition relates to the
rules to be framed by the
Central Government in respeét :
of digital signatures. Since the
Proposed Bill removes all

details in this regard, this

definition has been omitted. "

13
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| “private key”

This definition was introduced

in order to detail the process

- .{ by which an asymmetric crypto
-system is applied to create a

 digital signature. Since the

definition of a digital signatures

| has been made technology

neutral, this technology specific

definition has been: removed.

ADraft E-

Conmerce _BiII

“security procedure”

.| appears redundant and in any

The definition of security-

procedure in the Draft Bill

case relates to the details of the |
generation of digital signatures.
it has therefore been left out of
the Proposed Bill.

“public key”

This definition was introduced
‘in order to detail the process

‘by which an asymmetric crypto

.| system is appﬁéd to create a

| definition of a digital sighature

has been made tfechnology
neutral this technology specific

_definition has been removed.

digital signature. Since the-r

“subsctiber”

This definition was introduced
inreference to persons who use
an asymmetric crypto system.
Since the definition of digital
signatures has been made
technology neutral this,
technology specific definition

has been removed.

- “secitre system”

in order to s;pecify the degree

| of - security that must be |

attached to a system that

definition has been removed.

This definition was introduced

generates digital signatures. |,
Since these details have been |

left out of the Proposed Bill this

14

"'EIE?‘Iﬁ/”

- This definition was introduced

in the Draft Bill in the context
of the use of digital signatures.
Since the definition of digital
signatures has been made:
technology neutral this
technology specific definition

has been removed.

j=t

tn
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The following definitions have been inserted:

“public entity”

| This definition has been:

inserted in order to make’
uniform referéhce to all the‘-
government entities in respect.
of which the provisions of the:
Proposed Bill are to apply.

“Cyber Regulations Tribunal”

introduced in the place of the

appellate tribunal.

" ADraft E-Commerce Bill

The following definition_s have been amended: -

“computer”

‘The de_fiiﬁfién of computer has
-been amended in order to make
it more technology neutral and
allow for the recognition of
ted’mologiéé other :than those
we currently use . for

computation. .

This definition has been

definition of the Cyberj
Regulations Appellate Tribunal :

as the tribunal is no longer an

“signed”

This definition has been
introduced in order to refer to

the process of affixing a

signature to a document.

”dig"ital signafure”

This -definitidn has been

] amended in order to make it

technology  neutral by

| recognizing  encryption
| technologies other than dual
“pair encryption. .

traditional handwritten.

16

“electronic record”

The definition has been: made

- | technology neutral by removing:

reference to ‘the medium
through which the electronic
record is sent or stored, as the.
same may not account.for ether

techmologies. -

17
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3. Other Enactments
The reference to other enactments as set forth in Section 2(2) has

‘been removed. The Proposed Bill is intended to operate as an

umbrella legislation and therefore the reference to other

iegislations is inappropriate.

4. Digital Signatures

The entire Chapter I relating to authentication of records using
digital signatures has been removed. This is in keeping with the
decision to remove all detailed prbvisions relating to digital
signatures and 1egi$1ating oI ’;hese issues through delegated
legislation. In any event the general provisions of this section

have been reprbduced elsewhere in the Proposed Bill.

5. Legal Recognjﬁon of Electronic Records

The provisions of Section 4 of the Draft Bill speak about the
‘requirements of laws in respect of providing information in a
specified manner. However, nowhere in the Draft Bill has any
‘mention been made of legal recognition of electronic documents.
As a result, the Draft Bill has had the effect of according
recognition to electronic documents where these are produced
pursuant to a law requiring that information be provided in
written or -typeWritten form but not if there is no law prescribing
such a requirement. By introducing a new sub-section to Section
3 of the Proposed Bill, legal recognition has been sought to he
provided for and in respect of all sorts of documents whether

such document is required to be so created under law or not.
18

A Draft E-Commerce Bill

6. Legal Recognition of Digital Signatures

As contained in the Draft Bill, Section 5 speaks only of digital

signai:urgs in the context of documents required by law to be signed

ina pa_rﬁcnﬂar manner and does not include reference to situations
_ wherg the Jaw prescribes punishments if the documents are not

signed in a specified way. The language of Section 5 has been

amended to refer to situations where the law prescribes consequences

where the signature is not pfovided in a particular form.

7. Publications in the Official Gazette

The provisions of the Draft Bill state that rules and regulations
that would otherwise have to be published in the Official Gazette
in order to receive official sanction, could now be published in
electror.ni.c form. However, no security procedure has been speciﬁed
in respect of the publication of these rules and regulations in
electronic form. This is unwise given the fact that the electronic
publication of rules and regulations has been piacéd on par with
the paper version. The Proposed Bill has amended this position
by stipulating that an appropriate security procedure has to be
adopted in respect of electronic publicétions rules and regulations.

8. Rules relating to Digital Signatures

Section 10 of the Draft Bill allows the Central Government to
prescribe certain rules in respect of digital signatures. Since it
was decided that one of the defects in the Draft Bill is that the
language of that Bill tends to overregulate digital sigmhnes,

this provision has been deleted in the Proposed Bill.
19
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It is intended that the Proposed Bill will provide the basic legal |

recognition necessary to bring electronic records on par with
ordinary documents. However, beyond thlS no other regulation
will be provided. The only exception to this would be in respect
of transactions with the government involving electronic
documents or records in respect of which the government will be
allowed to prescribe rules to which electronic documents must
adhere. However the Proposed Bill is not the place for even these
details which would best be dealt with in the rules prescribed
under the Proposed Bill. |

9. Atiribution of Electronic Records

~ The provisions of the Draft Bill relating to the attribution of

. electronic records have partly adopted the UNCITRAL Model |

Law on Electronic Commerce. We are not aware of any pressing
reason as fo why only a part of these provisions have. been
utilized. We therefore suggest the introduction of all the provisions
of the UNCI‘I"RAL Model Law in respect of attribution of electronic

records.

'10.Time and Place of Despatch and Receipt of Electronic Records

The Draft Bill made no reference to the concept of timestamping,.
This conéept is important in the context of determining when a
particular transaction took place on the internet where there is no
reliable method to determine the time of a given transaction. The
Proposed Bill has recognised the concept of timestamping in the

context of the electronic records.
20
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11. Secure Electronic Records

The _Draft Bill spoke of secure electronic transactions only in the
context of electronic records to which a govemmenf prescribed
security procedure was applied. However, the Proposed Bill allows
parties to prescribe the security procedure that they want to
apply in respect of their own private transactions. This is a move
to move away from the over—régulatéd poéiﬁon set out in the

Draft Bill to a more moderate position.

12. Accepted Technologies

In a move to somewhat change the manner in which digital

signatures are to be created, the Proposed Bill has not specified

any particular procedure to be adopted in respect of the creation
or use of digital signatures. Instead the Proposed Bill states that
the Central Government will list several technologies from which
list the parties entering into transactions with the government
can choose the appropriate technéiogy with which to secure their
electronic documents. Thus four new sections — from Section 16

to Section 19 have been added to the Draft Bill.

13. Digital Signatures

The chapters relating to digital signatures, Chapters VI to IX -
have been left out in the Proposed Bill as they pertain to the
detailed procedure by which the digital signatures are to be

applied fo transactions under the provisions of the new law:

21
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i4. Cyber Regulations Tribunal :

Chapter X of the Draft Bill relates to the establishment of the
Cyber Regulations A}-)pe]late Tribunal. According to thé Draft Bill,
- this entity was to operate as a forum through which appeals
agajns{ the orders of the Adjudicating Officer were heard. Since
the Proposed Bill is a intended fo operate as an umbrella legislation
that changes the paper bias of existing legislation, it was decided
that the post of Adjudicating Officer be removed. Accordingly, the
Proposed Bill speaks of a forum of original jurisdiction in respect
of cyber related issues called the Cyber Regulations Tribunal. This

tribunal allows persons aggrieved by any issues’ cdncerning or

concerned with the provisions of the Proposed Bill to approach, by
way of original jurisdiction, the tribunal for redress,

Since any disputes on computer or internet related issues would
require some measure of expertise on the part of the adjudicators
in order to understand the issues in the case, it is appropriate
that these tribunals be set up with a judicial member and a
scientific member to decide on the legal and technical issues of

the dispute.

Ena]ly, in accordance with the provisions of tribunals set up
around the country (such as the Consumer Forum), as well as the
need to resolve internet and computer related disputes in the
shortest possible time, a time limit has been imposed in respect
of the resolution of disputes. Thus the Pr_oposed Bill states that

the cases before the tribunal must be disposed off in 6 months.
' 22
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15. Overriding Effect

The provisions of the Proposed Bill have been stated to be in
addition to all existing enactments rather than overriding any
other legislations. This is in consonance with the principles behind
the drafting of the Proposed Bill as an umbrella legislation that
supplements the existing laws rather than replaces them.

23



THE ELECTRONIC

COMMERCE BILL, 1999 ;

PART 1
PRELIMINARY

Short title, extent, commencement and application

1.

2)

(3}

This Act may be called as the Electronic Commerce

Act, 1999.

It shall extend to the whole of India and, save as

otherwise provided in this Act, it applies also to any

offenice or contraverition thereunder committed outside

India by any %erso‘n.

Tt shall come into force on such date as the Central

Government may, by notification, appoint; different

dates may be appointed for different provisions of this

Act, and any reference .in any such provision to the

24
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commencement of this Act shall be construed as a

reference to the commencement of that provision.

Nothing in this Act shall apply to-
(a) a “negotiable instrument” as defined in section
13 of the Negotiable Instruments Act, 1881;

{b) a “power-of-attorney” as defined in section 1A

of the Powers-of-Attorney Act, 1882;

(c) a “trust” as defined in section 3 of the Indian
Trusts Act, 1882; '

(d) a “will” as defined in clause (h) of section (2) of
the Indian Succession Act, 1925 including any
testamentary disposition by whatever name
called;

(e) any contract for the sale or the conveyance of

immovable property or any interest in such

property.
(f) any such class of documents or transactions as

may be notified by the Central Government in
the Official Gazette,

25
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Definitons

2.

In this Act, unless the context otherwise requires,-

M

(2)

3.

(4)

®)

“addressee” means a person who is intended by the
. A :

originator to receive the electronic record but does not

include any intermediary;

“appropriate Govemmént” means, in respect of any
mafter enumerated in List IT of the Seventh Schedule
to the Constitution or relating to any State law enacted
under List Il of the Seventh Schedule to the
Constitution, the State Goverrmnent and, in any cher

case, the Central Government;

“computer”- means any data processing device or
system which performs logical, arithmetic, and memory
functions, and includes all input, outpﬁt, processing,
and storage facilities, as well as computer software

and related communication facilities;
“computer resource” means any computer, computer
system, computer network, data, computer' database

or software;

“Cyber Regulatiéns Tribunal” means the cyber

_regulations tribunal established under Section 20.

26
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“digital signature” means any technology that can be
applied to an electronic record such that when the
electronic record to which such technology has been
applied is processed by a .computer the result indicates
that the electronic record was created by the person
who applied ‘the technology to the electronic record
and that the electronic record has not been altered
since the technology. was aiaﬁh'ed to the electronic

record.

“electronic record” means any data, record, image or
sound stored, received or sent in an electronic form

through any media;

“intermediary” with respect to any particular electronic
record means any person who on behalf of another
person receives, stores or transmits that message or

pro{.rides any service with respect to that message;

“law” includes any act enacted by the parliament or |
the state legislature, ordinances promulgated by the _l
President or the Governor as the case may be,
regulations made by the President under article 240,
bills enacted as President’s acts under clause(a) of
article 357 and indudes rules, regulations, bye-laws

and orders issued or made thereunder;

27
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(10)

(11)

(12)

A Report

“originator” means a person who sends, generates,
stores or transmits any electronic message; or causes
any electronic message to be sent, generated, stored or
transmitted to any other person but does not include

an intermediary;

“public entity” shall mean any ministry or department
of the Central Government or the State Government
or any authority or body established by or under any
law or controlled or funded by the Central or State

Government, or any judicial or quasi judicial authority;

“signed”, with its grammatical variations and cognate
expressions, shall with reference to a person means
affixing of his handwritten signature or any mark on
any document and the expression “signature” shall be

construed accordingly.

PART II

ELECTRONIC RECORDS AND DIGITAL SIGNATURES

1)

Legal recognition of electronic records

Information shall not be denied legal effect, validity
and enforceability solely on the ground that it is in the

form of an electronic record.

28
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Where any law makes reference to any document or
provides that information or any other matter shall be
in writing or in the typewritten or printed form or
prescribes certain consequences if information is not
in writing or in the typewritten or printed form, then,
notwithstanding anything contained in such law, such
requirement shall be deemed to have been satisfied if
such information or matter is, —

(a) rendered or made available in an electronic form;

and
(b) accessible so as to be usable for a subsequent

reference.

Legal recognition of digital signatures

4.

Where any law provides that information or any other

matter shall be authenticated by affixing the signature of

any person or that any document should be signed or

bear the signature of any person or prescribes certain

consequences if a document is not signed by any person,

then notwithstanding anything contained in such law,

such requirement shall be deemed to have been satisfied,

if such information or matter is authenticated by means

of a digital signature.

29
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Use of electronic records in the Government and its agencies

5. (1) Where any law provides for, —

(@)

(b)
(©

(@

then notwithstanding anything contained in any law for the-

the filing of any form, application or any other

document with any public entity; _

the creation, reterition or preservation of records;
the issue or grant of any license, permit, sanction
or approval by whatever name called;

the receipt or payment in a particular manner,

time being in force, such requirement shall be deemed to

have been satisfied, if such filing, creation, retention, -

preservation, issue, grant, receipt, or payment as the case

may be is effected by means of such electronic form as may

be prescribed by the appropriaie Government.

(2) The appropriate Government may for the purposes of

sub-section (1) by rules prescribe, —

(a)

(b)

the manner and format in which such electronic

records shall be filed, created, retained or issued;
the manner or method of payment of any fee or

charges corresponding to those specified: for

paper documents by electronic means.

30
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Retention of electronic records

6. (1) Where any law provides that documents, records or

information be retained for any specific period, then

- that requirement shall be deemed to have been satisfied

if such documents, records or information are retained

L

_in the electronic form if the following conditions are

satisfied namely: -

(a)

(b)

(©

the information contained therein remains
accessible so as to be usable for subsequent

reference;

“the electronic record is retained in the format in

-~ which it was originally generated, sent or

received, or in a format which can be

-, demonstrated to represent accurately the

information originally generated, sent or received;
details which will facilitate the identification of
the origin, destination, date and time of despatch
or receipt of such electronic record is available in

the electronic record:

Provided this clause does not apply to

information that is automatically generated solely
for the purpose of enabling .a record to be

dispatched or received.

31
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(2) - Nothing in this section shall apply to any law
that expressly provides for the retention of
documents, records or information in the form of

electronic records.

Publication of rules, regulation, etc. in electronic form.

7

Where any law provides that any rule, regulation, order,
bye law, hotiﬁcaﬁon or any other mattér shall be published
in the Official Gazette, then such requirement shall be
deemed to have been satisfied if such rule, regulation, order,
bye law, notification or other matter is published in an
electronic form duly authenticated by such security

procedure as the Central Government may specify:

Provided that where an Official Gazette is published both
in printed as well as in the electronic form, the date of
publication shall be deemed to bé the date of that Official
Gazette which was first pﬁblished in any form.

Sections 5, 6 and 7 not to confer right to insist document

should be accepted in electronic form.

8.

Nothing contained in sections 5, 6 or 7 shall confer a right
upon any person to insist that any public entity should
accept, issue, create, retain or preserve any document in the
form of electronic records or effect any monetary transaction

in the electronic form.
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PART III
ELECTRONIC RECORDS

Attribution of electronic records

- 10.

(1) An electronic record shall be attributed to the originator
if it was sent, —
" {a) Dby the originator himself;

(b) by a person who had the authority to act on
behalf of the originator 111 respect of that electronic
record; or |

(¢) by an information system programmed by or on

behalf of the originator to operate automatically. |

(2) An addressee is entitled to regard a data message as
being that of the originator, and to act on that
assumption, if in order to ascertain whether the data
message was that of the originator, the addressee
properly and successfully applied a procedure

previoﬁsly agreed to by the originator for that purpose.

(3) Section 10(2) does not apply as of the time when the
addressee has both received notice from the originator
that the data message is not that of the originator, and

has had reasonable time to act accordingly.

(4) Where a data message is that of the originator or is

deemed to be that of the originator, or the addressee is
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entitled to act on that assumption, then, as between
the originator and the addressee, the addressee is
entitled to ‘regard the data message as received as
being what the originator intended to send, and to act

on that assumption. The addressee is not so entitled

when it knew or should have known, had it exercised

reasonable care or used any agreed procedure, that
the transmission resulted in any error in the data

message as received.

The addressee is entitled to regard each data message .

- received as a separate data message and to act on that

assumption, except to the extent that it duplicates
another data message and the addressee knew or
should have known, had it exercised reasonable care
or used any agreed procedure, that the data message

was a duplicate.

Acknowledgment of receipt

11.

ey

@ .

The provisions of this section shall apply where the

originator has requested the addressee, before sending
an electronic record, that receipt of the electronic record
shall be acknowledged.

Where the originator has not agreed with the addressee
that the acknowledgment be givenin a partiéular form

or by a particular method, an acknowledgment may

be given by -
34
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(a) any communication by the addressee; automated

or otherwise; or

(b_) any conduct of the addressee,

. which communication or conduct is sufficient to

- indicate to the originator that the electronic record has

been received.

Where the originator has stipulated that the electronic
record shall be binding only on receipt of such
acknowledgment, and the acknowledgment has not

. been received by the originator within the time

‘specified or agreed or, if no time has been specified or

agreed to, within a reasonable time, then the originator
may give notice to the addressee stating that no
acknowledgment has been received by him and
specifying a reasonable time within which the
acknowledgment must be received by him, and if no
acknowledgment is received withjn.the aforesaid time
limit he may, after giving notice to the addressee, treat

the electronic record as though it has never been sent.

Time and place of dispatch and receipt of elecironic record

12.

(1)

Save as otherwise agreed to between the originator
and the addressee, the dispatch of an electronic record
occurs when it enters a computer resource outside the

control of the originator.
35



A Report

(2) Save as otherwise agreed between the originator and

3)

4

the addressee, the time of receipt of an electronic record

shall be determined as follows, namely:-

@

(b)

if the addressee has designated a computer

resource for the purpose of receiving electronic

records, reéeip’c occurs:

(i)  at the time when the electronic record enters
the designated computer resource; or

(i) if the electronic record is sent to a computer
resource of the addressee that is not the

designated computer resource at the time

when the electronic record is retrieved by

the addressee;
if the addressee has not designated a computer
resource, receipt occurs when the electronic record

enters a computer resource of the addressee.

Save as otherwise agreed between the originator and

the .addressee, an electronic record is deemed to be

despatched at the place where the originator has its

place of business, and is deemed to be received at the

" place where the addressee has its place of business.

The provisions of subsection (3) shall apply

notwithstanding that the place where the computer

resource is located may be different from the place

where the electronic record is deemed to have been

received under subsection (3)..
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(5) For the purposes of this sectiori, -

(a)

(b)

(©

(d)

if the originator or the addressee has more than

one place of business, the principal place of

business shall be the place of business ;

if the originator or the addressee does not have a
place of business, his usual place of residence

shall be deemed to be the place of business;

“usual place of residence” in relation to a body

corporate means the place where it is registered;

the time of receipt or dispatch of an electronic

record shall be determined in a manner agreed |
to between the parties, or where no such manner
is agreed by the application of any method or
process that conclusively proves the time at which
the electronic record was received or dispatched

in relation to Indian Standard Time.

37



A Report

PART IV
SECURE ELECTRONIC RECORDS AND
SECURE DIGITAL SIGNATURE

Secure electronic record

13. (1) Where a security procedure which has been
(a) agreed to between the parties; or
(b) prescribed by the Central Government,

has been applied to an electronic record at a
specific point of time, then such record shall be
deemed to be a secure electronic record from

such point of time to the time of verification.

(2)  Any portion of an electronic record wherein the digital
signature is affixed shall be.a secure elecironic record

if the digital signature is deemed to be a secure digital

- signature.

Secure digital signature

14. (1} I by application of a security procedure which has

been _
(a} agreed to between the parties; or
(b) prescribed by the Central Government,

it can be verified that a digital signature, at the time it
was aifixed, was unique to the person using it, was
capable of identifying such person, was created in a

marnmner or using a means under the exclusive control

38
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of the person using it and is linked to the electronic
record to which it relates in a manner such that if the
record was changed the digital sigﬁamm would be
invalidated, then such signature shall be deemed to be
a secure digital signature. '

Where any portion of an electronic record is affixed
with a digital signature, then that digital signature
shall be deemed to be a secure digital signature with

~ respect to such portion bf the record, if the digital

signature can be verified.

Security procedure

15. (1). The Central Government méy, for the purposes of

sections 13 and 14, prescribe a security procedure that
shall be applicable to any transacfions by or im}olving
any public entity, having regard to commercial
circumstances including -

{a) -the nature of the transaction;

(B) the volume of similar transactions;

{¢) the availability of alternatives;

(d) the costof aiternative procedures; and

(e)- the procedures iri general use for similar types of

transactions or commmunications.
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Accepted Technologies

16.

For a digital signature to be valid for use by a public entity,

it must be created by a technology that is accepted for use

. by the Central Government. The Central Government may

by rules prescribe a list of accepted tecliﬁologies-.

Requirements of Accepted Technologies

17. An accepted technology must be capable of creating

(b)

©

(d)

- signatures that conform to the following requirements :

- (a)

it is unique to the person using it;

it is capable of verification;

it is under the sole control of the person using it;

it is linked to data in such a manner that if the data

are changed, the digital signature is invalidated.

Rules relating to digital signature

18.

(1)

The Central Government may, in respect of any of the

provisions of this Part relating to digital signatures,

‘and having regard to the prevalent technologiés, by

rules prescribe, —

(@)

®)

(0

the type of digital signature that may be used by

-or in relation to transactions with a public entity;

the manner and format m which such digitél
signatures shall be affixed;

the manner or procedure which facilitates

_identification of the person affixing such digital

signatures;
40
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(d) control processes and procedures to ensure

®

adequate integrity, security and confidentiality

~of electronic records or payments;

- the manner in and the duration within which the

applicability of the téchnblogy used to create
digital signatures should be reviewed and, if

necessary, new technologies be préscrlbéd;- and

- any other matter which is necessary to give legal

effect to digital signature. -

"~ Any individual or company may request the designation of a

proposed tech nology as an accepted technology under the
*. provisions of this Act. The Central Government shall by rules
stipulate the manner and form of any such request. If the Central

Govemnment is of the view that the technology is acceptable for
use, the Central Government may pass rules which would designate
the proposed technology as an accepted technology.

PART V

. CYBER REGULATIONS TRIBUNAL

Establishment of Cyber Regulations Tribunal

20. (1) The Central Government shall by notification establish

one or.more tribunals to be known as the Cyber

Regulations Tribunals.
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" (2) The Ceniral Government shall also specify in the
notification referred to in sub-section (1) the matters
and places in relation to which the Cyber Regulations

Tribunal may exercise jurisdiction.

Composition of Cyber Regulations Tribﬁnal

21. (1) Each Cyber Regulations Tribunal shall consist of

(a) a person who has been or is qualified to be a
judge of the Ifigh Court or has been a member of
the Indian Legal Service and has held a post in
Grade 1 of that service for at least three years,

who shall be the Preéident of the Tribunal; and

(b} a peréon of ability, integrity and standing, who
has adéquate knowledge or experience of the
technology relating to, or has capécity in dealing
~with problem§ relating to computers, computer
systems and the internet, who shall be the
Scientific Member of the Tribunal. -

(2) There shall be no sitting of the Cyber Regulations
Tribunal unless both mefnbefs of the Tribunal are

personally present.

Term _of office

22. Fach member of the Cyber Regulations Tribunals shall hold

office until he attains the age of sixty five years.
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Salary and allowances and other terms and conditions of service

of Presiding Officer

23.

The salary and allowances payable to and the other 'terms
and conditions of service including pension, gratuity and
other retirement benefits of the members of a Cyber
Regulations Tribunal shall be such as may be presci‘ibed by
the Central Government in this regard. Provided that neither
the salary and allowances nor the other terms and conditions
of service of the said members shall be varied to their

disadvantage after their appointment.

Filling up of vacancies

24,

If, for any reason other than temporary absence, any vacancy
occurs in the Cyber Regulations Tribunal, then the Central
Government .sha]l' appoint another person in accordance
with the provisions of this Act to fill the vacancy and the
proceedings may be continued before the Cyber Regulations
Tribunal from the stage at which the vacancy is filled.

| -Resignation and removal

25. (1) A member of a Cyber Regulations Tribunal may, by

" notice in writing under his hand addressed to the
Central Govemmen.t, resign his office. Provided that
the said member shall, uniess he is permitted by the
Central Government to relinguish his office sooner,
continue to hold office until the expiry of three months

from the date of receipt of such notice or untl a
43



@)

A Report

person duly appointed as his SUCCESSOT enters upon
his office or until the expiry of his term of office,

whichever is the earliest.

No member of a Cyber Regulatio'nsA Tribunal shall be
removed from his office except by an order by the
Central Government on the ground of proved
misbehaviour or incapacity after an ingquiry made by
a Judge of the Supreme Court, in which the member
concerned has been informed of the charges against
hirn and given a reasonable opportunity of being heard

in respect of these charges.

The Central Government may, by rules, regulate the
procedure for the investigation of misbehaviour or

incapacity of the aforesaid member.

Orders constituting Appellate Tribunal to be final and not to

invalidate ifs proceedings

26.

No order of the Ceniral Government appointing any person

as a member of a Cyber Regulations Tribunal shali be called

in question in any manner, and no act or proceeding before

a Cyber Regulations Tribunal shall be called in question in

any manner on the ground merely of any defect in the

constitution of a Cyber Regulations Tribunal.
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Staff of the Cyber Regulations Appellate Tribunal

27.

)

@

)

The Central Government shail provide the Cyber
Regulaﬁons Tribunal with such officers and employees

as that Government may think fit.

The officers and employees of the Cyber Regulations
Tribunal shall discharge their functions under general

superintendence of the President.

The salaries and allowances and other conditions of
service of the officers and employees of the Cyber
Regulations Appellate Tribunal shall be such as may
be prescribed by the Central Government in this regard.

Jurisdiction of the Cyber Regulations Tribunal

28.

(1)

()

(3)

The Cyber Regulations Tribunal shall have the
jurisdiction to entertain complaints in respect of any
matters relating to the provisions of law set out in this

Act or any rules or regulations framed thereunder.

On receipt of a complaint under sub-section (1), the
Cyber Régulations Tribunal may, after giving the
parties to the complaint an opportunity of being heard,
pass such orders thereon as it thinks fit.

Every complaint filed before the Cyber Regulations

Tribunal under sub-section (1) shall be dealt with by it
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as expeditiously as possible and every endeavour shall

be made by it to dispose of the complaint finally '

within six months from the date of receipt of the

complaint.

Procedure and powers of the Cyber Regulations Appellate
Tribunal
29. (1) The Cyber Regulations Tribunal shall not be bound by
 the procedure laid down by the Code of Civil
Procedure, 1908 (5 of 1908), but shall be guided by the
principles of natural justice and, subject to the other
provi.sionsr of this Act and 0f any rules, the Cyber
Regulations Tribunal shall have powers to regulate
their own procedure including the place at which they
shall have their sittings. .

(2) The Cyber Regulations Tribunal shall have, for the
purposes of discharging their functions under this Act,
the same poweré as are vested in a Civil Court under
the Code of Civil Procedure, 1908 (5 of 1908), while
'tryihg a suit, in respect of the following matters,
nameély: —

(a) summoning and enforcing the attendance of any
person and examining him on oath;

(b) requiring the discovery and production of
documents or other electronic rec'ords;

{c) receiving evidence on affidavits;
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{d) issuing commissions for the examination of
witnesses or documents;

(e) reviewing its decisions;

() dismissing an application for default or deciding
it ex parte;

(g) any other matter which may be prescribed.

(3) The Cyber Regulations Tribunal shall be deemed to be
a civil court for a]l_ihé purposes of Section 195 and
Chapter XXVI of the Code of Criminal Procedure,
1973.

Right to legal representation

30. The parties may either appear in person or authorise one or
more legal practiioners or any of its officers to present his

or its case before the Cyber Regulations Tribunal..

Limitation

31. The provisions of the Limitation Act, 1963, shall, as far as
may be, apply to a complaint made to the Cyber Regulations

Tribunal. .
Civil Court not to have jurisdiction

32. To the extent that the Cyber Regulations Tribunal has
assumed jurisdicﬁon'over any complaint filed under this
Act or the rules framed thereunder, no court shall have

jurisdiction to entertain any suit or proceeding in respect of
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the same matter and no injunction shall be granted by any
court or other authority in respect of any complaint in
respect of which the Cyber Regulations Tribunal has

assumed jurisdiction.
Appeal to High Court

33. Any person aggrieved bj any decision or order of the Cyber
Regulations Tribunal may file an appeal to the High Court
of the state within which such Cyber Regulations Tribunal
is sitting, within sixty days from the date of communication
of the decision or ofde.r of the Cyber Regulations Tribunal
to him on any question of fact or law arising out of such
order. Provided that the High Court may, if it is satisfied
that the appellant was prevented by sufficient cause from
filing the appeal within the said period, allow it to be filed
within a further period not exceeding sixty days.

PART VI
MISCELLANEOUS
Overriding effect
34. The provisions of this Act shall be in addition to and not in
derogation of the provisions of any enactment other than

this Act.

Act to apply outside India

35. (1) Subject to the provisions of sub-section (2), and

notwithstanding anything contained in section 1 of
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this Act, the proviéions of this Act and the rules and
regulations framed thereunder, may also be enforced
against any person resident or situated outside India”

irrespective of his naﬁona]ity.

(2) For the purposes of sub-section {1} the provisions of
this Act and the rules and regulations framed thereunder-
may be enforced against any person situated outside
India if the whole or any part of the cause of action in
respect of which the provisions of this Act, or the rules
or regulations framed thereunder, are being invoked,
involves a computer, computer system or compufer

network lo.catgd in or accessible from India. -

Power to give directions

36. The Cenitral Government may give directions to the
-Government of a State as to the carrying into execution in

the State of any of the provisions of this Act.

Power to make rules

37. The Ceniral Government or the State Government may, by
notifig:ation in the Official Gazetie, make rules to carry out
the provisions of this Act.

38. The Central Government or the State Government, as the
case may be, may appoint such authorities as may be

" necessary for the enforcement or implementation of the

provisions of this Act or any Rules passed thereunder.
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" 'Removal of Difficulties

39.

(1)

@)

If any difficulty arises in giving effect to the provisions
of this Act, the Central Government may, by order
publiéhed in the Official Gazette, make such provisions
not inconsistent with the provisions of this Act as

appear to it to be necessary or expedient for removing

“the difficulty. Provided that no order sﬁall- be made
under this section after the expiry of a period of two

years from the commencement of this Act.
Every order made under this section shall be laid, as

soon.as may be practical after it is made, before each

House of Parliamenit.
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